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Audit trail ID: 1425 / from server audit DEV generated at 2022-02-21 12:24:24 (UTC)
Audit trail for document name: Loremlpsum.pdf
Document Id: 44302

Latest file checksum hash (SHA-256) with biometric data for the original (signed) document
Is 7551d86e2885ble6ca3d5fa2715d3a65¢c5915eb26fe86303704fa50571398e19

Latest file checksum hash (SHA-256) without biometric data for the original (signed)
document copy is
175df981c230a0d7242dd8275575a200d0b075a1d18eeca3bldlaed2882335f0

Document uploaded by user johndoe (ID = 255) at 2022-02-21 12:12:01 (UTC)
Document opened by user johndoe (ID = 255) at 2022-02-21 12:12:02 (UTC)

User johndoe (ID = 255) added a signature field for GUEST USER Test7 (ID = 3131) with
document protection PASSWORD at 2022-02-21 12:12:49 (UTC)

User johndoe (ID = 255, verification level = EMAIL) added a signature field for OWN USER
at 2022-02-21 12:12:49 (UTC)

Automatically signed by the
web. Office system
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'Signature request’ Email was sent to test7@stepover.de for GUEST USER Test7 (ID =
3131) at 2022-02-21 12:12:49 (UTC)

Document opened by user johndoe (ID = 255) at 2022-02-21 12:12:55 (UTC)

Signature field (ID = 119235) signed by OWN USER using HTML-SIGNER at 2022-02-21
12:13:26 (UTC)

Document requested by user Test7 (ID = 3131) with document protection PASSWORD at
2022-02-21 12:17:38 (UTC)

Document requested by user Test7 (ID = 3131) with document protection PASSWORD at
2022-02-21 12:17:38 (UTC)

User Test7 (ID = 3131) authenticated with the document password '12345' at 2022-02-21
12:17:52 (UTC)

Document requested by user Test7 (ID = 3131) with document protection PASSWORD at
2022-02-21 12:19:05 (UTC)

Document requested by user Test7 (ID = 3131) with document protection PASSWORD at
2022-02-21 12:19:05 (UTC)

User Test7 (ID = 3131) authenticated with the document password '12345' at 2022-02-21
12:19:12 (UTC)
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Signature field (ID = 119234) signed by GUEST USER Test7 (ID = 3131) using QR-
CODE/HTML-SIGNER at 2022-02-21 12:19:21 (UTC)

‘Signature request finished' Email was sent to testl@stepover.de for USER johndoe (ID =
255) at 2022-02-21 12:19:21 (UTC)

'Signature field signed’ Email was sent to testl@stepover.de for USER johndoe (ID = 255)
at 2022-02-21 12:19:21 (UTC)

'Signature request finished' Email was sent to test7 @stepover.de for GUEST USER Test7
(ID = 3131) at 2022-02-21 12:19:21 (UTC)

Document downloaded by user Test7 (ID = 3131) at 2022-02-21 12:19:47 (UTC)

Document opened by user johndoe (ID = 255) at 2022-02-21 12:24:01 (UTC)
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